List of initial data required for development of Chapter 
2.13.15 «Requirements for Physical Protection System» 
of Technical Assignment
Arrangement of the NPP guard
As to guard forces:
1.
Requirements to arrangement of buildings and structures at the NPP site to provide guard force activities (land).
2.
Requirements to arrangement of buildings and structures beyond the NPP site to provide guard force activities (water area).
3.
Requirements to architectural peculiarities of the specified buildings (quantity of accommodated personnel, list and requirements for mutual arrangement of necessary compartments, etc).
4.
Requirements to arrangement of guard posts and guard response groups.
5.
Requirements to placement of PPEF control panel for guard forces.
As to security service (if required):
1.
Requirements to arrangement of buildings and structures at the NPP site intended for the security service activities.
2.
Requirements to architectural peculiarities of the specified buildings (quantity of accommodated personnel, list and requirements for mutual arrangement of necessary compartments, etc.).
3.
Requirements to placement of PPEF control panel for the security service.
General:

1.
Requirements to division of responsibility areas, authorities of the guard and security service.
2.
Requirements to interaction between the guard and SS forces.
Engineered features of physical protection
1.
Requirements to composition and purpose of physical protection engineered features (PP EF).
Requirements for equipping the perimeter exclusion area, protected buildings, structures and premises related to the controlled-access area, protected area and very important area with physical protection engineered features
As to the exclusion area of the site perimeter:
1.
Requirements for equipping the exclusion area of the site perimeter with the physical protection engineered features:

· Composition, width of the exclusion area;

· Equipping with the physical protection engineering features with indication of their type and quantity;

· Equipping with hardware (security equipment, alarm system equipment, operative communication and warning system, electro optical surveillance system cameras, lighting system, etc.) with indication of security alarm borders, type of equipment.

As to personnel check points:
1.
Requirements to number of main and emergency passageways (to carry oversized cargos and for emergency situations) and specifying the following requirements.
2.
Requirements to equipping with the physical protection engineering features (guard booths, entrance security cabins, turnstiles, partitions for controlled passage) with indication (if required) of their type and quantity.
3.
Requirements to ensure stability to external effects (bullet resistance, burglary resistance, etc.).
4.
Requirements to equipping with the physical protection hardware (security equipment, alarm system equipment,  operative communication and warning system, equipment for detection of carrying out nuclear materials, explosives and metal articles , lighting system)  with indication (if required) of quantity and type of equipment.
5.
Requirements to placing the guard and security service forces at the checkpoint (if necessary).
As to vehicle check points for motor transport:
1.
Requirements to the components of the vehicle checkpoint – examination areas and checkpoints for persons (for checking the persons accompanying vehicles, premises for guards).
2.
Requirements to equipping with the physical protection engineering features (fences, anti-ram barriers, railway points, armored gate, examination structures, etc.) with indication of type, quantity, parameters of vehicles (mass and speed – for selection of anti-ram barriers).
3.
Requirements to equipping with the physical protection hardware (security equipment, alarm system equipment,  operative communication and warning system, traffic lights, equipment for access and detection of transporting nuclear materials, explosives and metal articles, security lighting).
4.
Requirements to gate and anti-ram barriers control and blocking at the examination area entry and exit with indication of control panel location.

As to buildings (structures) and premises, subject to protection by zones:
1.
Requirements to equipping the buildings and premises, subject to protection, namely:

· to arrangement of personnel checkpoint;

· to walls and floors as engineering features;

· to equipping the window and door apertures with the physical protection engineering features (grating, armored doors, bulletproof glass, etc.);

· to equipping with the physical protection hardware (security equipment, alarm system equipment,  operative communication and warning system, equipment for access and detection of carrying out (transporting) nuclear materials, explosives and metal articles, security lighting).

Requirements to allocation of central and local control panels of PPS 
1.
Requirements to:

· location of the PPS control rooms being designed with indication of buildings and premises;

· composition of premises and their areas;

· architectural and construction.

2.
Requirements to the equipment of central and local control panels of PPS including the following main requirements for station equipment of the PPS central control panel (CCP) and local control panels (LCP):

· as to allocation of control panels;

· as to control and monitoring scope (building, several buildings, perimeter, the whole site);

· as to necessity of information duplication from LCP to CCP;;

· as to necessity of information duplication from LCP to CCP, for LCP independence degree, as well as for  character and volume of information to be duplicated in LCP;

· as to power supply system equipment.

3.
Requirements to number of automated workstations (AWS), servers, their purpose, are specified in addition (automated workstation of operator, operator, guard officer, security service chief, etc.).
4.
Requirements to equipping the CCP and LCP with the physical protection engineering features (architectural and construction solutions).
5.
Requirements to equipping the CCP and LCP with the physical protection hardware (access equipment, security equipment, etc.). 
